40GbE (10GbE x 4)

FHE
KEK/IPNS



SITCP

| N
aA—H—hBART HHR—KF AET—4
a—H— . / |
meg | OTCP 7 Ethernet ;
A f
Edunkrs ~ . (  RO—avka—jL
—H — @RS SITCPIT
%—me;;é%g N PC

Bee Beans Technologies(tK)h' 7 4 > X
10Mbps, 100Mbps, 1Gbps
10 Gbps (new)

D H B hitp:Llresearch-kek-ip/peoplefuchida/technologies/SiTCP/doc/SiTCPpdf
https://www.sitcp.net/doc/SiTCP.pdf (BBTHIEFR)



http://research.kek.jp/people/uchida/technologies/SiTCP/doc/SiTCP.pdf
https://www.sitcp.net/doc/SiTCP.pdf

Ethernet

e Ethernet (10Mbps = 10 X 1076 bps # 10 X 2720)
* Fast Ethernet (100 Mbps)

e Giga bit Ethernet (1G bps)

* 10 GbE

* 40 GbE

* 100 GbE



10GbET 2 k (2015-12 PCTT X F)

* 10GbE NIC2EF5EH DPCZ B - 7=,

« 10GbE TEEE TZ 2EFEA L AR LI

e 10GbExXx2% 4 —7IIL T, IP7 FL X%ZDIFTH/XTw MMILANT—7
IV EZRNIZWNTloiwIE T /N M RZRND

o XI5

lo
device

% M 1: Net Namespace

ZFDuIN—T AT T—TIEE HhD

echo 1 >/proc/sys/net/ipv4/conf/net2/accept_local
echo 1 >/proc/sys/net/ipv4/conf/net3/accept_local

NICO NIC1

lo device

NIC1




iperf3 Summary

TCP Timestamp7 7' 3 > TCP Window scale 7’3 3 > TOZEA1L,

MTU | TCP TCP Max. Though | Through Put
Timestamp | Window Put (Gbps) (Gbps)
scale (GTE1E) CHI EE)
1500 | ON ON 9.4148 9.41
1500 | OFF ON 9.4928 9.49
1500 | ON OFF 9.4148 2.09
1500 | OFF OFF 9.4928 2.06
9000 | ON ON 9.9004 9.89
9000 | OFF ON 9.9136 9.91
9000 | ON OFF 9.9004 2.04
9000 | OFF OFF 9.9136 2.13

10GbE T (L TCP Window scale option/' wh’8



J-PARC/\ N O EER
Eirar A L DAQA A F AMANEQ

* Esys &% X AFFR
IR i%ﬂ%@@ i& 16pV1-10

DIP

FaialcEd &0, BElTl,

DIP2-4T3Ey b N4 F 1) KT

(DIP4, DIP3, DIP2) = 0bXXX

EEAE—F

« 0b000 1.25 Gbps

« 0b001 2.50 Gbps

« 0b010 3.75 Gbps

« 0b011 5.00 Gbps

« 0b100 6.25 Gbps

« 0b101 7.50 Gbps

« 0bl10 8.75 Gbps
0b111 10.0 Gbps

DIP1IZSITCP-XGHA, Ao 7%,

ConnectionfiFic
send buffer full T¥3%

(RIEFIFICH X B HER
£0)

KL I ADHLWETZW-&R

Connection®EiL TH



10GbE SIiTCP Window scale option
DIEFY

L TN T Y PR Y T F v

e wscale 071X > CTE TL5 D TOK

* PC:192.168.10.99, SITCP: 192.168.10.10

192.168.10.99.37910 > 192.168.10.10.24: Flags [S], seq 3626437708,
win 29200, options [mss 1460,sackOK,TS val 3814939925 ecr
O,nop,wscale 9], length ©

192.168.10.10.24 > 192.168.10.99.37910: Flags [S.], seq 0, ack
3626437709, win 65535, options [mss 1460,nop,wscale 0], length ©



10GbE x4 7 A b

IBERT: PC

<Y —R—F
* Supermicro H12SSL-i
CPU

« AMD EPYC 7313P 16-Core Processor (42 B v 7 3.0 GHz, &= K 7 — R b 3.7 GHz)
163 )7 x hyperthreading=32 3 /7
XEY
 DIMM DDR4 Synchronous Registered (Buffered) 3200 MHz (0.3 ns) 8GB x 8 = 64GB
AbL—=
« NVME 500 GB

NIC

* 1GbE x 2 (on board): Broadcom Inc. and subsidiaries NetXtreme BCM5720 Gigabit
Ethernet PCle

* 40 GbE x 2:Intel Corporation Ethernet Controller XL710 for 40GbE QSFP+ (rev 02)
IPMIDE (UE—FHDBEBRA . BIOSH S hi b D TEF])



10GbE x 4 7 Ak M
Ty N =T XAy T

* FS.com S5860-20SQ

T ——

III

10GbE 10GbE 10GbE 10GbE 40GbE

10GbE SFP (small form-factor pluggable)

40GbE QSFP (Quad small form-factor pluggable)







oS tzwv 7

e CentOS 8
e JIAN intrad& W D s R L TWAH DT

e firewalld off
e SELinux off

. r%eltdown spectre® £ O 7 CPURETE 1 = B9 5 R
off
e grubiRE 7 7 M N ZREL T, h—x)aX V74~
"Cmitigations=off
. InteI(R) Core(TM) i7-6800K CPU @ 3.40GHz getppid() (=2 Ly T

SEARA 3N 200 ns / 1 getppid
i eane s Seprid

c Ay FLY—T Ny 7 7 DOERK(E 16MB




read (Gbps)

11

10

T T T
transfer-rate —=—

5 6
setting (Gbps)

11

10GbE 18 %Xl — b (XA v T

10 @z L. 20B81F

EIAN IR ERE

.25
.50
.75
.00
.25
.50
.75
.0

OO0 NOYUVTIWN B

=

9.12/9.50 = 96% (9.50: TCPE A 1{E)

1
2
3
4
6.
7
8
9

. 250000
. 500000
. 750000
.999900
249900
. 500000
. 749850
.124950

7077 L

https://github.com/h-sendai/read-trend

NN N NN NN

OO OO0

. 000000
. 000000
. 000000
.000300
.000436
. 000000
.000357
.000218

N N N N N N N N

12


https://github.com/h-sendai/read-trend

EER— K DFeHH L
« A LA

« 17 0t X TZEFHE L (select, epoll)

https://github.com/h-sendai/select-read
https://github.com/h-sendai/epoll-read

e YIILFFOLXR (1 7AtER1HE—FKiZizY D)
https://github.com/h-sendai/mp-read

n)b%kﬁ L/
7077 L
n)b%kll:l:ll L
7877 L

nJLJ?Ll_Im_l l./
7077 L
n)b&ﬁ L
777 A

13


https://github.com/h-sendai/select-read
https://github.com/h-sendai/epoll-read
https://github.com/h-sendai/mp-read

L

S

170+t X C%8E

* select, epoll EHABFTOITIZCPULIT 7 TlE/N
KO TERAD -7 (CPULT TR EWLY] 5
T %)

« K 8 Gbps X4 =32 Gbps< B W TH&H TIL LNz

top - 13:14:07 up 20:57, 3 users, load average: ©.28, 9.07, 0.02

Tasks: 421 total, 2 running, 419 sleeping, @ stopped, @ zombie

#Cpu(s): ©.@ us, 3.1 sy, 0.0 ni, 94.1 id, @.0 wa, @.0 hi, 2.7 si, 0.0 st
KiB Mem : 65613704 total, 62707968 free, 848776 used, 205696@ buff/cache
KiB Swap: 32972796 total, 32972796 free, @ used. 64068448 avail Mem

PID USER PR NI VIRT RES SHR S %CPU  %MEM TIME+ P COMMAND

45076 sendal 26 @ 12576 8788 1376 Rpiee.a ) 0.0 0:22.93 25 epoll-read

14



TCP

TCP

H O+ X

TCP

FEARIIC> 7L
%l_'ﬂzu
DJLJ?L::H L/\/f l\*&

TCP

A THh o EUS
NGNS NE IR

T F I INA T

15



TILF Ot XDEEL — k

4 AMANEQ Transfer Rate
12 T T T T T

T T
AMANEQ #0 ——
1 F AMANEQ #1 —=— |
AMANEQ #2
10 I AMANEQ #3 i

Gb/s
(=11
|

0 10 20 30 40 50 60 70 80 90 100

L7704 X|F1CPUlliZ Y DS
5 AMANEQ#0Z 5 A TWA 7 AL X FT > ECPURLTEMESE D & O IC
t v b L7z (taskset 3 ¥ > K. sched_setaffinity())



CPU Cn State

BB % BRIICCPUIC [ICstate & LD IREEA D Y 77 4 R ILIKREZR o BHEIN
:E_ I\ C:A%)o

REEILCL, Q2 W< oA H B (CPUICEL B)
Linux7& © /sys/devices/system/cpu/cpuN/cpuidle/stateM/x B %

Intel Core i 7

cpu_num: ©

name latency (us) disable time (us) usage desc

POLL 0 (%] 1001375 295521 CPUIDLE CORE POLL IDLE
C1 2 0 37397976 3032498 MWAIT 0x00

C1E 10 0 51381495 936625 MWAIT 0x01

C3 40 0 27930216 118222 MWAIT ©x10

cé 133 0 1316825716563 24052356 MWAIT Ox20

AMD EPYC 7313P 16-Core Processor

cpu_num: @

name latency (us) disable time (us) usage desc

POLL 0 0 97564 348 CPUIDLE CORE POLL IDLE
C1 1 0 2253239111 487638 ACPI FFH INTEL MWAIT ©x©
Cc2 400 0 19991114265 654423 ACPI IOPORT ©x814

nHARKZEWIT D NERICERBRADD S
BIRICH D BEREZRE L THi



CnH o DIEIFICH A 5??&@&?

10000

1It yi

| ZAX—RANIPEVNEDEFTEDHDHIET -
// CPU wakeupZ& Zd > L. ENE T 5 HEaE 2 EXNL, :
/| T 7 FIhTIE507 A 7 AOMRETICRY =793
orctl(PR_SET TIMERSLACK, 1);

100 g

clock_gettime(CLOCK_MONOTONIC, &ts0);
usleep(10 000); // 10X U R Y —7

clock_gettime(CLOCK_MONOTONIC, &ts1) ' 1
ts1-tsODEHE Cw e w w W @ o w o m

éz Iatency‘ e

ts1 - tsOlXusleep(10 000)D 10 ' ¥ &

Cn AT — bALDEIRICHIZEED
iz 3,

fmE10I UMW zslbhc 7By b

1000 £

= 100 ¢
5 £




Gb/fs

12

11

10

4 AMANEQ Transfer Rate with C2

T T T 100
AMANEQ #0 ——
L CPU-1 C2 ——
i - 80
- 60
=
2
N 5
in
o
i - - N 40
i |1 |
[ i | |
| ] r |
| & | | I| |} III |
L ll Jl_llllllllll | o 0
0 20 40 60 80 100
sec
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=

X

Gh/s

12

11

10

ACnZ=CllZt v b

4 AMANEQ Transfer Rate

T T
AMANEQ #0 ——
AMANEQ #1 ——
AMANEQ #2
AMANEQ #3

10

20

30

40 50 60 70
sec

SEhbHZEebLH D,

80 90

100



B C1/C2ITEH B DH
e Ny FEIBEKEERZ R THAD
o /Ny FHAOSMEERLTW EAH D
cread() T7HY Y (T—EZNMLKBFETHFE->TWD)

Packet time arrival time interval

M BID /Xy |k

: 537 A 5 DB
; 23.154726 0.500020

10000 ¢ 30.660708 0.500245

40.652581 0.500748
47.373612 0.500495
52.543604 0.500316
56.159721 0.500304
59.650720 0.500269
83.689565 0.500245

£ 1000 =

e 05 |
L et _:M

23 24

21



||u

S|TCP><I_E|

+0x11 Reserved

+0x12-17 R/W | MAC address (*1)

+0x18-1B R/W | IP address

+0x1C-1D R/W | TCP /R— +ES (main port) 0x18
+0x1E-1F R/W | TCP /R— +ES (alternative port) ox17
+0x20-21 R/W | TCP MSS (/31 +%) 0x05B4
+0x22-23 R/W | RBCP /R— + &S 0x1234

+0x24-25 RW |TCPF—T754 T\ FiEESR 1< (3218 | 0x03ES8
NY I 7IZT—E2hH5H) (msec Efi)

+0x26-27 RW [TCP *¥—TJ7 54 7\ FEIEAR 4 < (3X{E | OXEABD
Ny T 7N ZEDE) (msec BEf)

+0x28-29 RW |TCPA—TUBD AR A L7 M 0x1388
(msec B{I)

+0x2A-2B RW | TCP 4 O—XBENDA2 A L7 MM 0x2BF2
(256msec Bifi)

+0x2C-2D RW | TCP Oy ar-axy L a UHOFHER | 0x01F4
(msec B 1)

| TCP BH5f 5 L7 E5RT (msec #f) [0x01F4 || OxO01F4 = 500

+0x30-3B R/W | Reserved 0x0

+0x3C-3F RW | a—H—#EE (*2) 0x00000000

+0x40-FF T RAEILMEE (*1)

e /Ny MBKR. BEAEETTWLWS,
¢« AT LPCHIOEZHADF 2 —HE Y THL?



192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

176918809-176912969

ethtool -S enp193s0f0 TPC NICOFEETIE TR

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

12.
99.
99.
12.
12.
12.
12.
99.
99.
99.

24 > 192.168.10.
57958 > 192.168.
57958 > 192.168.
24 > 192.168.10.
24 > 192.168.10.
24 > 192.168.10.
24 > 192.168.10.
57958 > 192.168.
57958 > 192.168.
57958 > 192.168.

DEETZ %,
ZOHRMNMIRO Y TELH S,
~Z > Bi: port.rx_dropped: 4472
7 %% port.rx_dropped: 4495

99.
10.
10.
99.
99.
99.
99.
10.
10.
10.

57958:
12.24:
12.24:
57958:
57958:
57958:
57958:
12.24:
12.24:
12.24:

Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags
Flags

5840/31 h T —XHIRA TS
0.5 ZICEEMNK T b, 0.5 SITCP-XG T 7 # /L h DEEXEN0.

176829749:176839969,
176787409, win 9266,
176839969, win 9468,
176839969 : 176904209,
176904209 :176912969,
176918809 : 176983049,
176983049 :177044369,
176912969, win 8898,
176912969, win 8898,
176912969, win 8898,

[ B s B e B e B p B e B e B e B e B e §
. . . . . . . . . .

win

win
win
win
win

OO0

65520, length 10220

65520, length 64240
65520, length 8760
65520, length 64240
65520, length 61320

ack 176787409
ack 176839969

ack 176912969
ack 176912969
ack 176912969

23



Y
JLD‘I'Iﬂgi

~ ) — XA FD
(port #1: amaneqO3it )

FS# show interface tenGigabitEthernet 0/1 counters

Interface : TenGigabitEthernet 0/1
10 seconds input rate :0 bits/sec, 0 packets/sec
10 seconds output rate :144 bits/sec, 0 packets/sec

Rxload : 0%

InOctets : 89477425895444

InPkts : 58950606159 (Unicast: 100%, Multicast: 0%, Broadcast: 0%)
InUcastPkts : 58950606159

InMulticastPkts :0
InBroadcastPkts :0

Txload : 0%

OutOctets : 106665493252

OutPkts : 1664805665 (Unicast: 99%, Multicast: 0%, Broadcast: 0%)
OutUcastPkts : 1664079673

OutMulticastPkts :483918

OutBroadcastPkts :12893

Undersize packets :2
Oversize packets :0

collisions :0
Fragments :0
Jabbers :0

CRC alignment errors : 0

AlignmentErrors  : 0

FCSErrors :0

dropped packet events (due to lack of resources): 0

packets received of length (in octets):
64 : 2864400
65-127 : 848445
128-255 : 448864
256-511 : 289405
512-1023 : 3898647
1024-1518 : 58942256398
Interface : TenGigabitEthernet 0/1
Packet increment in last sampling interval(6061 milliseconds):
InOctets :0
InPkts : 0 (Unicast: 0%, Multicast: 0%, Broadcast: 0%)
InUcastPkts :0
InMulticastPkts :0
InBroadcastPkts :0
OutOctets :273
OutPkts : 1 (Unicast: 0%, Multicast: 100%, Broadcast: 0%)
OutUcastPkts :0
OutMulticastPkts :1
OutBroadcastPkts :0

amaneql -3MD R — b
EIfRICFOYy 7R LER-o2TWND



Z\ VT
T=TIE 2R (PC: 40G

J XA F 2D

OEFZ i)

FS# show interface FortyGigabitEthernet 0/25 counters

Interface : FortyGigabitEthernet 0/25
10 seconds input rate :0 bits/sec, 0 packets/sec
10 seconds output rate :0 bits/sec, 0 packets/sec

Rxload : 0%

InOctets : 795107287634

InPkts 112422210002 (Unicast: 99%, Multicast: 0%, Broadcast: 0%)
InUcastPkts 112421710583

InMulticastPkts  : 453450

InBroadcastPkts :353

Txload : 0%

OutOctets :626198344423168

OutPkts 1412525715717 (Unicast: 100%, Multicast: 0%, Broadcast: 0%)
OutUcastPkts 1412525255258

OutMulticastPkts : 447878

OutBroadcastPkts :12581

Undersize packets :0
Oversize packets :0

collisions :0
Fragments :0
Jabbers :0

CRC alignment errors : 0

AlignmentErrors  : 0

FCSErrors :0

dropped packet events (due to lack of resources): 0

packets received of length (in octets):
64 : 12409426298
65-127 : 12783176
128-255:313
256-511:97
512-1023:118
1024-1518: 0
Interface : FortyGigabitEthernet 0/25
Packet increment in last sampling interval(6075 milliseconds):
InOctets :0
InPkts : 0 (Unicast: 0%, Multicast: 0%, Broadcast: 0%)
InUcastPkts :0
InMulticastPkts : 0
InBroadcastPkts : 0
OutOctets :0
OutPkts : 0 (Unicast: 0%, Multicast: 0%, Broadcast: 0%)
OutUcastPkts :0
OutMulticastPkts :0
OutBroadcastPkts :0




https://www.kernel.org/doc/Documentation/networking/i40e.rst

Flow Control
Ethernet Flow Control (IEEE 802.3x) can be configured with ethtool to enable
receiving and transmitting pause frames for i40e. When transmit is enabled,
pause frames are generated when the receive packet buffer crosses a predefined
threshold. When receive is enabled, the transmit unit will halt for the time
delay specified when a pause frame is received.

NOTE: You must have a flow control capable link partner.

Flow Control is on by default.

Use ethtool to change the flow control settings.

To enable or disable Rx or Tx Flow Control::

ethtool -A eth? rx <on|off> tx <on|off> Descriptors Buffer

Ring buffer

esyst-daq@l% ethtool -g enpl93s0f0
Ring parameters for enpl93s0f0o:
Pre-set maximums:

RX: 4096

RX Mini: n/a

RX Jumbo: n/a

TX: 4096
Current hardware settings:
RX: 4096

RX Mini: n/a

RX Jumbo: n/a

TX: 4096

https://www.slideshare.net/hirochikasai/kernel-vm20140525
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https://www.kernel.org/doc/Documentation/networking/i40e.rst

]:III

A Ay FETE  pause DB

e flow control (pause) D" EXNICH > TWB (T
7 # )L TER))

e v bA—ILFE—F (F7#JF192.168.1.1)
([Zssh@ 27 4 > L CEE

FS# config t

port 1D:RTE

FS(config)# interface tenGigabitEthernet 0/1 (0/1: 1: R— &=, 40GbED R — (325, 26)
FS(config-if-TenGigabitEthernet 0/1)# flowcontrol on

BUF 3Bl o Rk IS B E

T—T7NREEL

40GbER— + HERTE

pause NN EMNIZHL > TW=- O FENTRT
esyst-daqol# ethtool -A enpl193f0 rx on tx on



Dause
25}

* ethtool -S enp193s0f0(C
port.link_xon_tx, xon_tx
b, T hHpauseZ
%o 721 H ?

AA Y FEREBIEWLDD
07=>7=

Ethernet
X > 7- [0

~Z > B1I: port.link_xon_tx: 280
port.link_xoff tx: 280
7 % port.link_xon_tx: 397
port.link_xoff tx: 397

port.rx_dropped |[ZIEHN7: L

309 (1800%) 4F

Ghps

Gbps

Gbps

Ghps

9.5
9.495
9.49
9.485
9.48
9.475
9.47
9.465
9.46

9.5
9.495
9.49
9.485
9.48
9.475
9.47
9.465
9.46

95
9.495
9.49
9.485
9.48
9.475
9.47
9.465
9.46

9.5
9.495

9.485 A
9.48 1
9.475 H
9.47
9.465 H

9.46

T T T T T T
L amaneq 0 —— |
g Tt H *ﬂﬁﬂmﬁqw“wnr‘ L e L m
1 L 1 1 L 1 1 1
0 200 400 600 800 1000 1200 1400 1600 1800
sec
T T T T T T
L amaneql —— |
1 | 1 1 | 1 1 1
0 200 400 600 800 1000 1200 1400 1600 1800
sec
T T T T T T
B amaneq 2 —— |
1 | 1 1 | 1 1 1
0 200 400 600 800 1000 1200 1400 1600 1800
sec
T T T T T T
L amaneq 3 —— |
0.49 [T ey e e
1 1 1 1 1 1 1 1
0 200 400 600 800 1000 1200 1400 1600 1800

sec



read(sockfd, buf, bufsize) (bufsize: 2MB T3

Gbps

Gbps

9.6

9.55

9.5

9.45

9.4

9.35

9.3

9.6

9.55

9.5

9.45

9.4

9.35

9.3

T T
amaneq 0 ——
L _
1 1 1 1 1
0 5000 10000 15000 20000 25000 30000
sec
T T
amaneq 2 ——
L _
| | | | |
0 5000 10000 15000 20000 25000 30000

sec

port.rx_dropped: 0

Gbps

Gbps

9.6

9.55

9.5

9.45

9.4

9.35

9.3

9.6

9.55

9.5

9.45

9.4

9.35

9.3

port.link_xoff_tx: 16539 (0.57[2]/sec)

b %5

=
¥

THR)

sec

)
T T
amaneql ——
| | | | |
0 5000 10000 15000 20000 25000 3000
sec
T T
amaneq 3 ———
. LB ML | LI LU L I | LA MR bk o "W T I
| | | | |
0 5000 10000 15000 20000 25000 3000
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Gbps

Gbps

— X IREE

9.6

9.55

9.5

9.45

9.4

9.35

9.3

9.6

9.55

9.5

9.45

9.4

9.35

9.3

T T
amaneq 0 ——

= ™ L ik At St A i i Lt b il 1
%3]
o
[ N o
G
| | | | | | |
0 500 1000 1500 2000 2500 3000 3500 4000
sec
T T T T T T T
amaneq 2 ——
Frreerereer Y . T T e & T T ™ 7
%3]
o
[ N o
G
1 1 1 1 1 1 1
0 500 1000 1500 2000 2500 3000 3500 4000

T—aRERL
Ny ROy 7L
xoff_tx 1401[2]/hr (0.39[2]/sec)

9.3

9.6

9.3

T T T
amaneql ——

3500 4000

| | | | | | |
500 1000 1500 2000 2500 3000
sec
T T T T T T T
amaneq 3 ———
e s war b
1 1 1 1 1 1 1
500 1000 1500 2000 2500 3000 3500 4000

sec

245 H L H oK - 7=
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1 Core)

CPU % (100%

100

90

80

70

60

30

40

30

1 AMANEQ sys, irq, softirg

20

60

sec

T I
CPU sys (CPU #1) ——
CPU softirg (CPU #21) ——
CPU irg (CPU #21) ——+—

OS CPUSHZE

80 100

120
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¢ 10GbE ZFRT DIFZFARICLITHALL B ZES

e 4 x 10GbED Tt A
« ZEFH L (select, epoll) (F#EIE
e 10GbE-R— F1&8I217 8 XEY 1T 5 FHiEA H0K
c AAyFO7A—OY FA—ILEZEMIZ LB LEIN
Ty MBERLVRET D




A Ay FERE  pauseDBRNL

e flow control (pause) W ExNIZH > TW3B (T
7+ )L~ TR

e Ov bAO—IKR—F (F7 4/ 1192.168.1.1)
[Zssh (admin@192.168.1.1, /XX 7 — Kadmin)

FS# config t

port 1DKE

FS(config)# interface tenGigabitEthernet 0/1 (0/1: 1: R— F&ES, 40GbEDKR— ~[L25, 26)
FS(config-if-TenGigabitEthernet 0/1)# flowcontrol on

LU 3B o BBk IS BRI

oo L b 24y FOREETHHLTH
40GbE R — F HLEERTE Al —
pause ANV EERN A - T LN Fe S EB CRE flow controlZzBiNIC T WA ?

esyst-daqol# ethtool -A enpl193f0 rx on tx on
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S Wapss

CF—RY—N— (YT, BBV
amaneq) N 7T — X ZFA TWLWBEF(Z1FDRE
B Tpause/NT v b Zix> TH:h 5,

e o LA Ctepdump THF ¥ 7F ¥ L THULT/X
Ty F DI - TL 2EFREERZRNS,

. pauseﬁ*ﬁ?ﬁ]ti@w\f WNIXEFEBEREA K E L

ZADBDBHITT,

e X A4 v F Tflow control on/offlC L TEEWZFHE

« off D355 |Lethtool -A ethO rx on tx on TNIC{EIflow
control & B xh1t,

* 1GbE (3A#R), 10GbE (FA#R. ), 40GbE (J¢) CHRAE
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Ethernet Pause frame
Linux CTEthernet frame 7% 3X15 9" % : man 7 packet

NAME
packet - packet interface on device level

SYNOPSIS
#include <sys/socket.h>
#include <linux/if _packet.h>
#include <net/ethernet.h> /* the L2 protocols */

packet_socket = socket(AF PACKET, int socket_type, int protocol);
DESCRIPTION

Packet sockets are used to receive or send raw packets at the device

driver (OSI Layer 2) level. They allow the user to implement protocol

modules in user space on top of the physical layer.

The socket_type is either SOCK_RAW for raw packets including the link-
level header or SOCK_DGRAM for cooked packets with the link-level
header removed. The link-level header information is available in a
common format in a sockaddr_|l structure. protocol is the IEEE 802.3
protocol number in network byte order. See the <linux/if_ether.h>
include file for a list of allowed protocols. When protocol is set to
htons(ETH_P_ALL), then all protocols are received. All incoming pack-
ets of that protocol type will be passed to the packet socket before
they are passed to the protocols implemented in the kernel.



7 07 7 Lh Hpause framezx T 5

int sockfd = socket(AF_PACKET, SOCK_DGRAM, htons(ETH_P_PAUSE));

/* Determine the index number of the Ethernet interface to be used. */
unsigned int if_index = if_nametoindex(if_name); /* if_name: eth@ etc */

/* Construct the destination address */ struct sockaddr_11 {
struct sockaddr_11 addr; unsigned short sll family; /* Always AF_PACKET */
memset(&addr, @, sizeof(addr)); unsigned short sll protocol; /* Physical-layer protocol */
int sll ifindex; /* Interface number */
addr.s1ll family = AF_PACKET; unsigned short sll hatype; /* ARP hardware type */
addr.sll_ifindex = if_index; unsigned char sll1 _pkttype; /* Packet type */
addr.sll_halen = ETHER_ADDR_LEN; unsigned char sll_halen; /* Length of address */
addr.sll_protocol = htons(ETH_P_PAUSE); unsigned char sll_addr[8]; /* Physical-layer address */
addr.sll addr[@] = 0x01; };

addr.sll addr[1] = 0x80;
addr.sll addr[2] = @xc2;

addr.sll_addr[3] = 0x00; Pause frame format
addr.sll addr[4] = 0x00; t--mmmmm o to------- tomm-mm-- to------ Fommmmmmmmmmm e to-mmm---- to------- +
addr.sll_addr[5] = @xe1; | dest(6) | src(6) | type(2) | op(2) | pausetime(2) | pad(42) | FCS(4) |
e +-------- s +------- LT L +-------- +
unsigned char en_payload[4]; |<----- Ethernet Payload ------ >
en_payload[@] = 0x00; dest: 01:80:C2:00:00:01
type: 0x8808

en_payload[1]
en_payload[2]
en_payload[3]

0x01;
pause_time >> 8;
pause_time;

op code: ox0001
pausetime: @ - 65535

/* Ethernet RINR1O—-—FRY 71X (4631 F) [CHEBUEBFOSEAIRP>TLNBELST
BEIT/IST v VI IT3MEBFEL */

/* Send the Ethernet frame. */
sendto(sockfd, en_payload, sizeof(en_payload), 0, (struct sockaddr *)&addr, sizeof(addr));



« FIR—T D7 AT T L Tpause frame% 1% - T % ethtool -S eth0 D
tx_flow_control_xoff7Z& & (13X > F 7L

« FI AN \F% pause frame|ZIXZ 15 & %tcpdump’( v 7 F ¥ TE 7&
WA BIR—=Y DT BT T LTRHRITS EESTPCTIEF v 7 F v AJBE

 padding&l4y I pause frame & 3£ > 7=PCDtcpdump | Z 1F H 75 Ly

09:42:52.494362 00:15:17:1c:ef:9d > 01:80:c2:00:00:01, ethertype MPCP (0©x8808),

length 18:
[ |[MPCP]
0x0000: | 0180 c200 9@01“0015 171c ef9d|8808 0PO1 .......cevvverns
0x0010: ffff

Pause frame format

Hmmmmm - Hmmmm - Hmmmmm - - m—-- Hmmmmmm e m - Hmmmmm - R et +

| dest(6) | src(6) | type(2) | op(2) | pausetime(2) | pad(42) | FCS(4) |

Hmmmmm - Hmmmm - Hmmmmm - - m—-- Hmmmmmm e m - Hmmmmm - R et +
|<----- Ethernet Payload ------ > |

dest: 01:80:C2:00:00:01

type: Ox8808

op code: 0x0001
pausetime: @ - 65535
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close()IZ D 5 [ Faﬁ
socket [ FHEIUH)

socket(AF_INET, SOCK_DGRAM, 0) 0.49

socket(AF_PACKET, SOCK_DGRAM, 8.24
htons(ETH_P_PAUSE));

pauseZz kB DIHE DIV Ty b eEBEFHEEclose() T 5 & TILALy KT
Z CCEIMEN8msIZE IE £ % D TIEE,

/* EHRIZO035 L */
int do_socket()
{

int sockfd = socket(AF_PACKET, SOCK DGRAM, htons(ETH_P_PAUSE));
if (sockfd < @) {
err(1, "socket");

}

struct timeval tve, tvi, diff;
gettimeofday(&tve, NULL);
int n = close(sockfd);
gettimeofday(&tvl, NULL);
if (n < 9) {
err(1l, "close");
¥
timersub(&tvl, &tve, &diff);
printf(“"close: %ld usec\n", 1000000*diff.tv_sec + diff.tv _usec);

return 0;



1 GbET D E R 33.5ms 16.8ms
10GbE T D E 5 3.35ms 1.68ms
A40GbE T D E R 838us 419us

pause_time: 1 == 512 bitMfE

1GbE7X H1bithFf L 1ns

pause_time 65535(FRA(B)NIEE S N7=HE I
512 * 65535 ns = 33 553 920 ns = 33.5ms

Pause frame

fmmmm - tmmmmm - fmmmm - tmmmmm-- fmmmm e fmmmm - tmmmm - +

| dest(6) | src(6) | type(2) | op(2) | pausetime(2) | pad(42) | FCS(4) |

fmmmm - tmmmmm - fmmmm - tmmmmm-- fmmmm e fmmmm - tmmmm - +
|<----- Ethernet Payload ------ > |

dest: 01:80:C2:00:00:01

type: Ox8808

op code: 0x0001
pausetime: @ - 65535
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e XA v F:CentreCOM GS908S-TP

https://www.allied-

telesis.co.jp/products/list/switch/gs908stpv2/catalog.html

* flowcontrol on/off A] BE

6 G59085-TP 8 Port Gigabit Smart Switch - Mozilla Firefox

File Edit View History Bookmarks Tools Help

GS908S-TP 8 Port Gigabit 5 X | 4

Lo e B3

fé? & o [0} 15192.168.1.1

AV Allied Telesis

@ 1y

I D ®

GS908S-TP - 8 Port Gigabit Ethernet Switch

RKIA—IPR  ZAwFLHAT  ARFP&IAT—EAR
BA)trw NEEEA) (BE24/64Byte) 11.9Mpps
AAwFEE  1000M = 1000M 1.8 p sec (64Byte)
100M = 100M 2.6 4 s2c (64Byie)
10M = 10M 12.7 p sec (64Byte]

wFA I w s 16Ghps
%E'J—ég JWrw Ty J7— 176KByte
TSwIaAE— 1024KByte
AL AE— 128KByts
MACT L Aeiag oK (=4
MACT L AFEE 300~60082
£

VLANEESE 32{8 (VID=1~4,004)

Configuration
Port Configuration

Capyright £ 2008 Allied Telesis Holdings K K. All Rights Reserved

System
Ports
Vimarn Port | Link Mod| Flow MDIMDI-X
Mirroring . nl e Control
Storm Protection
Loop Guard 1 -| Auto Negotiation v v Force MDI-X v
Maintenance 2 -| Auto Negotiation v v Force MDI-X v
Warm Restart 3 -| Auto Negotiation v v Force MDI-X v
Factory Default
Software Upload a -| Auto Negotiation v v Force MDI-X v
Configuration File
Logout
5 Auto Negotiation v v Force MDI-X v
6 -| Auto Negotiation v ‘ v ‘ Force MDI-X v
7 -| Auto Negotiation v ‘ v ‘ Force MDI-X v
- Auto Negotiation v ‘ v ‘ Force MDI v

*MDI configuration switch has been set as "Force™

Apply Refresh



https://www.allied-telesis.co.jp/products/list/switch/gs908stpv2/catalog.html
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flow control &%
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PC: CPU: Core2 Quad
NIC: Intel 82572EI Gigabit Ethernet
Controller (Copper) (rev 06)

>~ ~—JLON

CentreCOM GS908S-TP 1Gbps Copper

T
pause time 64k-1 ——
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pause time 16k ——
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T T T
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T T T
pause time 8k ——
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sec
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>~ ~—JLOFF

CentreCOM GS908S-TP 1Gbps Copper

sec

T T T
pause time 64k-1 ——
e )
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sec
CentreCOM GS908S-TP 1Gbps Copper
T T T
pause time 16k ——
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CentreCOM GS908S-TP 1Gbps Copper

T T T
pause time 32k ——

0 5 10 15 20

sec

CentreCOM GS908S-TP 1Gbps Copper

T T T
pause time 8k ——

0 5 10 15 20

sec

ethtool -A eth0 autoneg off rx on rx on TNIC{Iflow control B h1t, 44



10GbE #f#F

e T—RY—NR—FV T bT7T
« XA v F Netgear XS708Ev2 ({Effi1&10GbER A v F DL L V)
e RIA5 8K — k. SFP7R— b 1 (SFPIZRIAS & HEfth)

e BERAEAR—MIBWAEFHRLIZPCHASRA vTFIPT FLXIZERL CTEHRET
x5
o XA vFIPT kL XILDHCP, DHCPA 75Uy & £14192.168.0.239

@ NETGEAR Web Managed Switch — Mozilla Firefox (on netlab00.intra.j-parc.jp) b= Bl S

NETGEAR Web Managed x +

« = C @ O & #=E 192.168.11.164/index.htm b = =
| © Firefox prevented this site from opening a pop-up window. Preferences X
XS708Ev2 - ProSAFE 8-Port 10-Gigabit Ethernet Web Managed Switch 4

Maintenance  Monitoring  Multicast LAG

r

= Switch Information Port Status ®
[J Port Port Status Speed Linked Speed Flow Caontrol
- Loop Detection > e

o1 Up Auto 10G Full Enable
gaowelseving|Mote Oz uw Auto 106G Full Enable

O s Up Auto 10G Full Enable

o 4 Up Auto 1000M Full Enable

O s Up Auto 1000M Full Enable

O s Down Auto No Speed Enable

oz Down Auto No Speed Enable

O s Down Auto No Speed Enable
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CPU: 17-6800K
NIC: Intel 10G X550T (rev 01)

10 GbE copper A 1 v F

J/

>~ b —JLON

Netgear XS708Ev2 10 Gbps Copper

Netgear XS708Ev2 10 Gbps Copper

4 T T T 4 T T T
pause time 64k-1 —— pause time 32k ——
35 B 35 —
3F b 3r R
[}
£
0 5 10 15 20 0 5 10 15 20
sec sec
Netgear XS708Ev2 10 Gbps Copper Netgear XS708Ev2 10 Gbps Copper
4 T T T 4 T T T
pause time 16k —— pause time 8k ——
35 B 35 =
3+ B 3 -
25 b 25 R
g 2r 1 E 2y 1
15+ B 15 -
1r B 1+ =
0.5 - b 0.5 I I I I I I R
0 0
0 5 10 15 20 0 5 10 15 20

sec

sec
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NIC: Intel 10G X550T (rev 01)

Netgear XS708Ev2 10 Gbps Copper

T T T
pause time 32k ——
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Netgear XS708Ev2 10 Gbps Copper

T T T
pause time 8k ——

0 5 10 15

sec

ethtool -A ethO autoneg off rx on rx on TNIC{8Iflow controlB Zh1t
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ethtool -A ethO autoneg off rx on rx on TNIC{8Iflow controlB Zh1t
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40 GbE optical X1 v 7
7 Aa—3> F—JLON e I

FS.com S5860-20SQ (40 Gbps) FS.com S5860-20SQ (40 Gbps)
1 T T T 1 T T T
pause time 64k-1 —— pause time 32k ——
08 [ g 08 -
65535 pause time = 0.838 ms7=/®
L 0er PFESTLBAKTFARZ AL 1, oer 1
E b3 R E
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1iee s (12
N i i
sec sec
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N2 A /XDY —Xd—F drivers/net/ethernet/intel/i40e/i40e main.c

/**

* i40e rebuild - rebuild using a saved config

* @pf: board private structure

* @reinit: if the Main VSI needs to re-initialized.

* @lock acquired: indicates whether or not the lock has been acquired
* before this function was called.

**/

static void i40e rebuild(struct i4@e_ pf *pf, bool reinit, bool lock acquired)

/* Add a filter to drop all Flow control frames from any VSI from being
transmitted. By doing so we stop a malicious VF from sending out
PAUSE or PFC frames and potentially controlling traffic for other

* PF/VF VSIs.

The FW can still send Flow control frames if enabled.

* ¥

*

*/

i40e_add_filter to _drop tx flow control frames(&pf->hw, pf->main_vsi seid);
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commit e7358f54a3954df16d4f87e3cad35063f1cl7de5
Author: Anjali Singhai Jain <anjali.singhai@intel.com>
Date: Thu Oct 1 14:37:34 2015 -0400

i40e/i40evf: Add a workaround to drop all flow control frames

This patch adds a workaround to drop any flow control frames from being
transmitted from any VSI. FW can still send flow control frames if flow
control is enabled.

With this patch in place a malicious VF cannot send flow control or PFC
packets out on the wire.

Change-ID: I4303b24e98b93066d2767fec24dfe78be591c277
Signed-off-by: Anjali Singhai Jain <anjali.singhai@intel.com>
Tested-by: Andrew Bowers <andrewx.bowers@intel.com>
Signed-off-by: Jeff Kirsher <jeffrey.t.kirsher@intel.com>

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/co
mmit/?id=e7358f54a3954df16d4f87e3cad35063f1cl7de5

BIZICX 9 BworkaroundZZOA 3 2w b O A B IEAEE,

commit SHA1 hash e7358f54a3954df16d4f87e3cad35063flcl7de5 TIERT %,



https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=e7358f54a3954df16d4f87e3cad35063f1c17de5

Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs

TOTAL CVE Records: 171679

NMOTICE: Transition to the all-new CVE website at WWW.CVE.ORG is underway and will last up to one year.
(details)

NOTICE: Changes coming to CVE Record Format JSON and CVE List Content Downloads in 2022,

Printer-Friendly View

ICVE_2015_1142357 I learn more at National Vulnerability Database (NVD)
* CWSS Severity Rating » Fix Information » Vulnerable Software Versions = SCAP Mappings »
CPE Information

on multiplars it is possible for VF's assigned to guests to send ethernet flow control pause frames via the PF. This
includes Linux kernel ixgbe driver before commit f079fa005aae08ee0elbc32699874ff4f02el1cl, the Linux Kernel
i40e/id0evf driver before e7358f5453954df16d4f87e3cad35063f1c17des and the DPDK before commit
3f12b9f23be499ffe6ec8b0de941fb469297e5d0, additionally Multiple vendor NIC firmware is affected.

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be
complete.

fwww.usenix.org/system/files/conference/usenixsecurity15/secl5-paper-smolyar.pdf

| |
* MLIST.JOSS-5ECUTILY | SULSLAUS TWE reducsl -- SR L R ] VUITIETaDITILY 11

o URL:http://seclists.org/oss-sec/2015/94/425

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1142857



SR-IOV
Single ROOT |0 Virtualization

‘?ﬁj Guest 1

Guest OS

Physical NIC
Driver

/O MMU (Intel VT-d or AMD IOMMU)

Virtual
Function

SR-I0V PCI Device (NIC)

Virtual Physical
Function Function

Host System

https://access.redhat.com/documentation/ja-
jp/red_hat_enterprise_linux/6/html/virtualization_host_configuration_and_guest_installation_guide/chap-
virtualization_host_configuration_and_guest_installation_guide-sr_iov
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Securing Self-Virtualizing Ethernet Devices

[gor Smolyar

Muli Ben-Yehuda

Dan Tsafrir

Technion — Israel Institute of Technology

{igors,muli,dan}@cs. technion.ac.1il

Abstract

I Single root /O virtualization (SR]DV)' is a hard-

ware/sottware intertace that allows devices to “self virtu-
alize” and thereby remove the host from the critical /O
path. SRIOV thus brings near bare-metal performance to
untrusted guest virtual machines (VMs) in public clouds,
enterprise data centers, and high-performance comput-
ing setups. We identify a design flaw in current Ethernet
SRIOV NIC deployments that enables untrusted VMs to
completely control the throughput and latency of other,
unrelated VMs. The attack exploits Ethernet "pause”
frames, which enable network flow control functional-
ity. We experimentally launch the attack across sev-
eral NIC models and find that it is effective and highly
accurate, with substantial consequences if left unmiti-
gated: (1) to be safe, NIC vendors will have to mod-
ify their NICs so as to filter pause frames originating
from SRIOV instances; (2) in the meantime, administra-

guest guest
VMO VMI

hypervisor

hypervisor

[ host hardware [1/0 dévice

(a) Traditional Virtualization (b) Direct I/O Device Assignment

Figure 1: Types of I/O Virtualization

driver is installed in the guest [20,69]; (3) the host as-
signs a real device to the guest, which then controls the
device directly [22, 52, 64, 74, 76]. When emulating a
device or using a paravirtual driver, the hypervisor in-
tercepts all interactions between the guest and the I/O
device, as shown in Figure 1a, leading to increased over-
head and significant performance penalty.

https://www.usenix.org/system/files/conference/usenixsecurityl5/secl5-paper-smolyar.pdf

7 77 RIRE TR D ERRAVMICpause/ST v b & {E > TRIERNAI R E
THIENAETH 5,
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Figure 3: Setup scheme
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Figure 4: Pause frame attack: victim throughput in 1GbE environment
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Figure 5: Pause frame attack: victim throughput in 10GbE environment

https://www.usenix. or‘g/system/Files/confer‘ence/usenixsecurity15/sec15-paper‘—smolyagipdf



workaroundz HX V) (R U7z
N2 A /RDOLERK

e rpmbuildT 4 L 7 b U HA{ERK

*  SHOME/.rpommacros|C RN & 5 [CEWT
rpmdev-setuptree I ¥ > N Z# 4T
%_topdir /home/sendai/rpm

* SHOME/rpm/{BUILD,BUILDROOT,RPMS,SOURCES, SPECS,SRPMS}ﬁQ’C‘g %
« h—X Y —REXTvO—F

* cd~/rpm/SRPMS; dnf download --source kernel

» kernel-4.18.0-365.el8.src.rpm A EUS T Z %

* rpm -ihv kernel-4.18.0-365.el8.src.rpm

* cd../SPECS; rombuild -bp kernel.spec

* cd ~/rpm/BUILD/kernel-4.18.0-365.el8/linux-4.18.0-365.el8.x86_64

* make oldconfig; make prepare; make modules_prepare

« drivers/net/ethernet/intel/i40e/i40e_main.cx Z & [ T5lT & Dworkaround Zz Ex11L
* make M=drivers/net/ethernet/intel/i40e

* mkdir -p /lib/modules/4.18.0-365.el8.x86_64/updates/drivers/net/ethernet/intel/i40e

* cp drivers/net/ethernet/intel/i40e/i40e.ko /lib/modules/4.18.0-
365.el8.x86_64/updates/drivers/net/ethernet/intel/i40e

 depmod -a; dracut --force
* reboot
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I\\ /r y, \ CPU: AMD EPYC 7313P
( % NIC: Intel XL710 for 40GbE QSFP+ (rev 02)
FS.com S5860-20SQ (40 Ghps) FS.com S5860-20SQ (40 Gbps)
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Intel 10GbE R 7 A NIZH 1 —HF =T Ot XD pauseZENHWVWEL S ICTE2a—-F1H 3
drivers/net/ethernet/intel/ixgbe/ixgbe_sriov.c

int ixgbe _ndo_set_vf_spoofchk(struct net_device *netdev, int vf, bool setting)

{ CPU: i7-6800K
(B%) NIC: Intel 10G X550T (rev 01)
/* Ensure LLDP and FC is set for Ethertype Antispoofing if we will be
* calling set_ethertype_anti_spoofing for each VF in loop below FS.com 55860-205Q
*/ ‘ I I pause time Ifir:lk-l —
(B%) 35 - ]
IXGBE_WRITE_REG(hw, IXGBE_ETQF(IXGBE_ETQF _FILTER_FC), 3| .
(IXGBE_ETQF_FILTER_EN | s | i
IXGBE_ETQF _TX_ANTISPOOF | 2 S| |
ETH_P_PAUSE)); e
15 - .
hw->mac.ops.set_ethertype anti_ spoofing(hw, setting, vf); 1r 1
} 05 .
g
return 0; 0 5 10 15 20
} sec

static void ixgbe_configure_virtualization(struct ixgbe_adapter *adapter)

{
(B) (pr_info()ZANTEI /AL, HFlZdmesgTRZ %)
pr_info("entering ixgbe_ configure_virtualization()\n");
(B&)
for (i = ©; i < adapter->num_vfs; i++) {
pr_info("entering ixgbe ndo_set_vf_spoofchk() loop\n");
/* configure spoof checking */
ixgbe ndo_set_vf_spoofchk(adapter->netdev, i, adapter->vfinfo[i].spoofchk_enabled);
(%)
}
}
[ 42.483579] ixgbe 0000:02:00.9: registered PHC device on ens6fo SR-IOVA'EIIC 75 > T W= HB M TpausefAH1L
[  42.659445] ixgbe: entering ixgbe configure virtualization() I—FZz@BE@BLTWaEhr o7, »
[ 42.699118] ixgbe 0000:02:00.0 ens6f@: detected SFP+: 5 40GbED K T A /Ni40e T3 ML EFE CTpause

frame & ENA LI ISE Y FERATLS (£
REHT B) >



PAUSE Frame

Preamble (7 bytes)

Start Frame Delimiter

(1 byte)

Destination Address
(01:80:C2:00:00:01)

Station MAC Address
(6 bytes)

Ethertype = 0x8808
(2 bytes)

Opcode = 0x0001
(2 bytes)

Pause_Time (2 bytes)

Pad (42 bytes)

CRC (4 bytes)

Pause_Time: {7 (512
B bR (1GbE%R 5
512ns, 10GbE7Z: 5
51.2ns)

https://humairahmed.com/blog/?p=5316

Server

16001754
1 Gb NIC

Indirect PALISE

Prn:‘:t‘.g.‘-]‘.inr'

16.0.0.324

wdi I

PAUSE frames do not propagate directly from link to link. The switch starts
to build a queue and once that queue reaches a certain threshold, the
switch is forced to send a PAUSE frame to the PC to avoid dropping frames.
By this mechanism, PAUSE frames are propagated indirectly.
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